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Introduction

Disclosure of personal health information by health profes-
sionals to police is an issue that is becoming the subject of
increasing discussion and legislative reform in Canada. For
example, Ontario’s provincial government brought legisla-
tion into force in 2005 requiring the reporting of gunshot
wounds.! The new federal Quarantine Act allows for disclo-
sure of personal information (including health information)
to peace officers in circumstances where they are investigat-
ing specific offences under the Criminal Code.* And in
Alberta, an amendment to the Health Information Act’
[HIA] has recently come into force that permits disclosure of
health information by custodians* to police to “protect pub-
lic health and safety.”” In this essay, we relate the legislative
history of this amendment and argue that it is both unwise
and unconstitutional.

The Amendment

The relevant provfsion of the amended HIA, s. 37.3, is
worded as follows:

(1) A custodian may disclose individually identifying
health information referred to in subsection (2) with-
out the consent of the individual who is the subject of
the information to a police service or the Minister of
Justice and Attorney General where the custodian rea-
sonably believes

(a) that the information relates to the possible com-
mission of an offence under a statute or regula-
tion of Alberta or Canada, and

(b) that the disclosure will protect the health and
safety of Albertans.

(2) A custodian may disclose the following information
under subsection (1):

(a) the name of an individual;

(b) the date of birth of an individual;

(c) the nature of any injury or illness of an individ-
ual;

(d) the date on which a health service was sought or
received by an individual;

(e) the location where an individual sought or
received a health service;

(f) whether any samples of bodily substances were
taken from an individual.

Under this section, information relating to a health services
provider from whom health services were sought or
received may also be disclosed without the consent of that
health care professional ®

Legislative History

Prior to the amendment, the HI4 permitted custodians of
health information to disclose personal health information
to police as follows:
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¢ service with a subpoena, warrant or other court order

(s-35(1)(®));

* an investigation of an offence surrounding
life-threatening injuries to a person if the individual
suffering from the injuries does not object to such
disclosure (5.35(1)(j)); or

* to avert or minimize an imminent danger to a person’s
health or safety (s.35(1)(m)).’

Police have expressed frustration with their perceived lack
of ability to obtain health information since the implementa-
tion of this legislation.® They have lobbied for changes to
broaden the circumstances in which they can acquire infor-
mation without the need to obtain a warrant, and made sub-
missions to the Select Special Health Information Act
Review Committee [Select Special Committee] which con-
sidered the amendments to be made to the HIA.® Spe-
cifically, they requested the addition to the HIA of a
provision similar to that found in other Alberta privacy leg-
islation which allows personal information to be disclosed
to the police to assist with an investigation.'® The provisions
found in the Personal Information Protection Act [PIPA]
and the Freedom of Information and Protection of Privacy
Act [FOIP] are extremely broad. They allow police to poten-
tially obtain personal information (including health infor-
mation under the jurisdiction of those two statutes) without
first obtaining a warrant or establishing individualized sus-
picion. If this request had been granted, it would have meant
similar potential to obtain health information governed by
the HIA."

In the altemative, police asked that custodians be given the
discretion to release registration information'? as defined by
the HIA. The provision of registration information to police

would make the task of obtaining a warrant for further health -

information far easier in certain circumstances. For exam-
ple, if an individual was suspected of impaired driving, but
was taken to hospital from the scene of a motor vehicle colli-
sion for treatment, being able to confirm that she was at a
particular hospital could be used together with evidence of
the attending officer to obtain a warrant to procure further
information.

The police made three sets of arguments justifying their pro-
posals. In our view, none is convincing. First, they submit-
ted that since they have access to personal information under
other provincial legislation, it is inconsistent to not also have
access under the HIA. As we develop in more detail below,
however, health information is a particularly intimate cate-

gory of personal information, and the law has long been sen-
sitive to the dangers posed when health practitioners share it
with police.

Second, they argued that before the enactment of the HiA,
they could lawfully obtain much of this personal informa-
tion from health care professionals. In their submission, the
enactment of the HIA sharply curtailed what had been
acceptable practice. This is simply inaccurate. Though the
practice of health professionals and institutions may have
been to provide information to police in a variety of circum-
stances, > the common law was more restrictive of disclo-
sure of health information to police than the pre-amendment
HIA. In fact, the HIA essentially codified two instances of
acceptable disclosure that existed at common law (court
order and disclosure in the public interest in safety’*) and
created a new category which expanded the circumstances
in which personal health information could be disclosed to
police (investigating life threatening injuries'?).

Third, the police gave a number of examples purporting to
show that the HIA prevented reasonable access to health
information. They suggested, for example, that the HIA4 pre-
vented disclosure when police were looking for a-missing
person without any evidence of any offence having been
committed. However, while the HI4 did not provide for
health information to be released in such a case, neither
would have amendments requested by police. In another
example, police suggested that the HIA curtailed their abil-
ity to investigate cases of suspected child abuse. Other legis-
lation already existed, however, permitting disclosure in
such cases.'® In the most compelling example cited, that of
the suspected impaired driver as discussed above, access to
the information sought could be gained without changes to
the legislation; for instance, by ensuring that a police officer
accompanied the suspect to the hospital.

Comments on the Amendments
as Passed

The Bill that emerged from the Select Special Committee
and was enacted into law did not include the specific amend-
ments requested by police. It did, however, greatly expand
the circumstances in which certain types of individually
identifying registration, and diagnostic, treatment and care
information may be disclosed to police without the consent
of the individual to whom the information relates. While the
Bill did not include a broad provision like that under FOIP
or PIP4, it also provided much more than mere registration
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information. This was despite submissions from many
groups of healthcare professionals, regional health authori-
ties and others, arguing in large part against any change in
the disclosure provisions and showing support for the previ-
ous status quo.'” It also appeared to dismiss the findings of a
survey of Albertans conducted in 2003 by the Office of the
Information and Privacy Commissioner in which 86% of the
respondents stated that consent should be obtained before
personal health information was disclosed to the police.'®

As indicated above, the amend-

information to flow directly to police, they do provide
means to address the risk of harm to the health and safety of
individuals.

Another possibility, however, is that the amendment permits
custodians to disclose when they reasonably believe that it
will help to prevent the general harms generated by criminal
activity. The amendment can be read, in other words, as
authorizing disclosure to increase the likelihood that offend-
ers will be brought to justice. This would contribute to the

“health and safety of Albertans”

ment to the HIA set out in s.
37.3 gives custodians a discre-
tion, rather than an obligation,
to disclose this information
when they “reasonably believe”
that: (i) the information relates
to the “possible” commission of
an offence; and (ii) the disclo-
sure will protect “health and
safety.”

The legislation provides no
guidance, however, as to how
health care providers are to
make these decisions. As we

Assisting with law enforcement
is not the proper role of
health care professionals and,
thus, not a justifiable reason
to breach the ethical duties
owed to their patients.

by incapacitating and deterring
potential future offenders. This
raises constitutional issues
dealing with the aim of this
amendment which wilt be dis-
cussed later in this paper.

Regardless of which of these
interpretations is correct, in
considering whether to disclose
under s. 37.3 of the HIA, and
thereby breaching the duty of
confidentiality owed to
patients, health services provid-

discuss in more detail below, to

require them to assess whether

they reasonably believe that an offence may have been com-
mitted places a burden on them that they may not be trained
to discharge. Such an inquiry also changes the nature of the
provider/patient interaction. The health care professional’s
proper focus is to provide appropriate treatment to the
injured or ill individual—not determine if an injury may
have been the result of a criminal or other illegal act.

It is also unclear how practitioners are to assess whether dis-
closure will protect the “health and safety of Albertans.”
What exactly does this refer to? One possibility is that it
refers only to the risk of a specific and tangible future harm
to others. If this is correct, the amendment has done very lit-
tle to alter the status quo. The ability or duty to disclose to
protect others from harm already existed in many forms in
the HIA and in other legislation. As mentioned, the HIA
already gave custodians the discretion to disclose to anyone
(including police) to avert an imminent danger to a person’s
health or safety." Other legislation also mandates or permits
disclosure in cases of children in need of protection,” indi-
viduals with communicable diseases,?' unfit drivers,?? and
other situations. While these statutes do not always allow

b

ers must give great weight to
their ethical and legal obliga-
tions. Professional codes of eth-
ics typically state that the patient’s best interests are the
primary concern, and that disclosure of confidential health
information should only be made if ethics and the law
require it.”* For example, in the Code of Ethics of the Cana-
dian Medical Association, the primary ethical obligation is
to “consider first the well-being of the patient.”* It is diffi-
cult to imagine many cases where disclosure of health infor-
mation to police without a patient’s consent would be best
for that individual. From an ethical point of view, a breach
must be justifiable out of a serious concem for the health or
safety of the individual or others. As such concerns have
already been provided for in law (as discussed above), this
new section appears to be aimed at assisting law enforce-
ment and not at protecting directly the health and safety of
Albertans. Assisting with law enforcement is not the proper
role of health care professionals and, thus, not a justifiable
reason to breach the ethical duties owed to their patients.

Health care providers should also keep in mind their com-
mon law fiduciary duty to act “with the utmost good faith
and loyalty” towards their patients and “hold information
received from or about a patient in confidence.”” As with
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the ethical duties owed, this is an overriding obligation that
must be kept in mind when exercising any form of discre-
tion.

In deciding whether to disclose information under section s.
37.3, health care professionals must also reflect on the obli-
gations imposed by other sections of the HIA. For example,
s. 58(1) requires custodians to disclose only that information
which is necessary for the recipient’s intended purpose.”®
Police advocated before the Select Special Committee for a
provision to permit disclosure of sufficient information to
obtain a warrant.?’ A health care professional is not in a
position to judge how much or what type of information an
officer needs in any given set of circumstances in order to do
50.

Another duty imposed by the HIA is that “in deciding how
much health information to disclose, a custodian must con-
sider as an important factor any expressed wishes of the
individual....”*® While providers are not under a legal obli-
gation to ascertain their patient’s wishes before making such
disclosure, providers’ (or at least physicians’) ethical obli-
gations might plausibly mean that the discretion to disclose
provided in s. 37.3 will rarely, if ever, be exercised. The
CMA Code of Ethics provides that if disclosure is to be
made as provided by law, all reasonable steps must be taken
to let the patient know that there will be a breach of their
confidentiality.?’

It seems, then, that despite the broad wording of the discre-
tion granted by s. 37.3, its proper exercise should result in
few (if any) disclosures.>® There is good reason to believe,
however, that the discretion will often be exercised improp-
erly. While discretion is an inevitable and often beneficial
aspect of law,”! it is also vulnerable to abuse, especially
when decision-makers are required to consider matters
beyond their areas of knowledge, training, and expertise.
Faced with a direct and forceful request from police for
information relating to a serious crime, we believe that
many health professionals will simply defer to police
authority and expertise without fully considering their ethi-
cal and legal obligations to their patients. This is evidenced
by the fact that, even in the absence of a specific authority to
disclose, health practitioners have been known to disclose
health information to police in violation of existing duties.
As Frank Work, the Privacy Commissioner of Alberta, said
in his submissions to the Select Special Committee:

I've...heard stories about hospital staff feeling
bullied or intimidated by law enforcement

authorities to hand over information. They’re
not sure whether or not they should.... They
don’t know what to do. My submission to you is
that health care providers shouldn’t be put in
that position. They’re there to deal with
patients.” '

The Right Balance?

Section 37.3 has not struck the right balance between the
protection of confidential health information and the ability
of police to obtain such information to assist them in investi-
gating offences. Effective law enforcement is obviously
critical to a well functioning society. There are compelling
reasons, however, why we should be reluctant to allow
health care providers to help perform this function. Individ-
uals go to physicians and other health care providers when
they are ill or injured. In many cases, the information that
individuals provide to health professionals to enable their
treatment, as well as the information generated by the treat-
ment itself, is highly sensitive. It is for this reason that peo-
ple need to have a high degree of trust in their health care
providers. It is also why people expect that their medical
information will be used only for legitimate medical pur-
poses. If health care professionals are asked to step away
from their role as fiduciaries to their patients and into the
role of law enforcers (as this section asks them to do), the
trust between provider and patient will be eroded. The law
should not ask this of health service providers in the name of
convenience or expedience—the stakes are too high.

Indeed, health care professionals have voiced strong opin-
ions regarding the damage to the therapeutic relationship
and to health care that might result from the possibility of
disclosure to law enforcement.>® Knowing that health infor-
mation may be disclosed to police might lead some to avoid
seeking treatment for serious medical problems. This may
be of particular concern to disadvantaged members of soci-
ety, who are more likely than the average person to fear that
sensitive health information (such as an addiction to illegal
drugs, HIV status, or the receipt of an injury flowing from ille-
gal activity) could be disclosed to police or other authorities.

Is the Amendment Constitutional?

In addition to being bad policy, s. 37.3 is also constitution-
ally suspect. In a recent essay in the Health Law Review,*
Wayne Renke assessed the constitutionality of a proposal to
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require health information custodians to report to police all
instances of “gunshot wounds, stabbings, and severe beat-
ings” [Gunshot Proposal].*® He concluded that if passed,
such legislation would likely be found to be both outside the
competence of the provincial legislature and an infringe-
ment of s. 8 of the Charter. We have come to the same con-
clusions with respect to s. 37.3 of the HIA.

Division of Powers

While the provinces are entitled

mation may help to deter crime, which contributes to peo-
ple’s health and safety. As discussed, the Constitution per-
mits provinces to further this objective. Yet this logic would
sustain any provincial attempt to give police greater powers
to investigate crime. The fact that a law may incidentally
have an impact on an area of provincial or shared constitu-
tional responsibility is immaterial.** If its direct and primary
effect is outside its constitutional competence, it is ultra
vires.

Contrast s. 373 with s.

to regulate in the realms of both
health® and the administration
of the criminal justice pro-
cess,” in so doing they cannot
tread on Parliament’s exclusive
authority to pass laws in rela-
tion to criminal procedure.”® As
in other division of powers
cases, the question is whether
the “pith and substance” of the
law (assessed in terms of both
its purpose and effect) relates to
a provincial or federal head of
power.*’

The provinces may not,
however, pass laws designed to
further the investigation of a
specific criminal offence,
as this would usurp Parliament’s
exclusive authority over

criminal prodedUre.

35(1)(m) of the HIA, which, as
discussed, permits disclosure
“to any person if the custodian
believes, on reasonable
grounds, that the disclosure will
avert or minimize an imminent
danger to the health or safety of
any person.” Unlike s. 37.3, this
provision specifically and
directly addresses the prov-
ince’s constitutionally legiti-
mate concern for the health and
well-being of its citizens. While
information disclosed under the
provision may eventually be

At first blush, it may appear that
s. 37.3 is a valid exercise of the

_provincial health power. Unlike the Gunshot Proposal, it
does not require health information custodians to provide
any information to police. As discussed, it instead gives cus-
todians a discretion to disclose health information when
they reasonably believe both that it relates to an offence and
that its release will protect individuals’ health and safety.
Section 37.3, moreover, does not give police any investiga-
tive powers. If a custodian decides not to disclose informa-
tion, police will only be able to obtain it under the authority
of one of the search powers given to them by Parliament.*’
The release of information pursuant to such an authority is
an inevitable and uncontroversial exception to the HIA’s
non-disclosure rule.*!

The problem, however, is that the type of disclosure autho-
rized by s. 37.3 does not appear to further any of the prov-
ince’s legitimate health care concerns. As with the Gunshot
Proposal, the provision is specifically designed to help
police investigate crime. It serves neither “individuals’
health interests [nor] the interests of the health system.”* It
is true, of course, that allowing police to obtain health infor-

used in the investigation and

prosecution of criminal offen-
ces, its “pith and substance” is health preservation, not crim-
inal justice.

If s. 37.3 cannot be sustained by the province’s health
power, can it be supported by its authority over the adminis-
tration of the criminal justice system? As interpreted by the
Supreme Court of Canada, s. 92(14) of the Constitution Act,
1867 gives the provinces wide latitude to investigate and
address criminal wrongdoing. The Court has used the
provision to uphold provincial laws establishing coroners’
inquests,* as well as commissions of inquiry into organized
crime,* police abuses,*® and wrongful convictions.*’ The
provinces may not, however, pass laws designed to further
the investigation of a specific criminal offence, as this
would usurp Parliament’s exclusive authority over criminal
procedure.*® This is precisely what s. 37.3 does—its chief (if
not sole) purpose and effect is to facilitate individual crimi-
nal investigations and prosecutions.

The Supreme Court of Canada has also made it clear that
only Parliament can give police investigative powers,
including powers of search and seizure.* In Renke’s view,
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the (constitutionally impermissible) effect of the Gunshot
Proposal was to give police “a warrantless search and sei-
zure mechanism that supplements police powers under the
Criminal Code.”® We agree. While the proposal did not
purport to create a search power, by requiring custodians to
transmit identifying health information to police, it would
have effectively given police access to information that they
would (in at least some cases) not have been able to obtain
otherwise.

The situation with s. 37.3 is somewhat different. Because it
does not mandate the disclosure of any information, it could
be argued that it does not give police any additional investi-
gative powers. Its practical effect, however, is to do pre-
cisely that. As discussed, health practitioners are currently
prohibited from disclosing personal health information to
police by virtue of statute, common law, and professional
ethics. Like the Gunshot Proposal, s. 37.3 may thus give
police access to information that they would not otherwise
have been able to obtain.

The constitutional dangers of collusion between health care
practitioners and police were highlighted by Justice La For-
est in Colarusso.”! Though he ultimately decided the case
on Charter grounds, he warned that it would be constitution-
ally impermissible for provincial authorities (in that case,
coroners) to use their powers to collect and use personal
health information to facilitate police investigations.>
In exercising the discretion afforded by s. 37.3, health infor-
mation custodians will inevitably disclose information that
police could not have obtained without using (and conform-
ing to the strictures of) their Criminal Code search and sei-
zure powers. In La Forest’s view, this kind of complicity is
not permitted by the constitutional division of powers.”

Section 8 of the Charter

Section 8 of the Canadian Charter of Rights and Freedoms
gives “everyone” the “right to be secure against unreason-
able search or seizure.”** Like other Charter rights, s. 8 can
be infringed by both legislation (federal and provincial) and
the decisions of (federal and provincial) government
actors.’® While most health care providers (such as hospital
employees) are not structurally part of government for
Charter purposes, the Charter may nonetheless apply when
they make discretionary decisions related to the pursuit of
governmental objectives, such as law enforcement or the
provision of medically necessary services.® Health care
providers would also likely be considered state agents for
the purposes of the Charter when they disclose constitution-

ally-protected information to police.”’ In either case, there
would be a very strong argument that the Charter applies
when health information custodians give police identifying
health information under s. 37.3 of the HIA.

It seems to us, however, that these arguments are unneces-
sary and redundant, for s. 37.3’s reporting provisions them-
selves violate s. 8. To establish such a violation, it must be
shown, first, that a state agent has invaded a “reasonable
expectation of privacy” (i.e. that it is a constitutionally-pro-
tected “search” or “seizure™); and, second, that such intru-
sion is “unreasonable.””®

There is little question that at least some of the information
subject to disclosure under s. 37.3 would attract a reasonable
expectation of privacy. From the earliest stages of its s. 8
jurisprudence, the Supreme Court of Canada has recognized
the dangers of allowing health information to flow freely
from practitioners to police. In Dyment, for example, a phy-
sician collected a sample (for medical purposes) of
free-flowing blood from an accident victim without his con-
sent.”® The physician later gave the blood sample to police.
In holding that this transaction violated the patient’s reason-
able expectation of privacy, Justice La Forest observed that
confidentiality ensures that people will not be deterred from
seeking critical treatment out of fear that incriminating
information will be disclosed to police.®

The Supreme Court of Canada has set out a number of fac-
tors to be considered in making reasonable expectation of
privacy decisions,®' but the most important in the context of
informational privacy is whether the intrusion invades the
“biographical core of personal information which individu-
als in a free and democratic society would wish to maintain
and control from dissemination to the state.”*? Some catego-
ries of information subject to disclosure under s. 37.3,
including “the nature of any injury or illness of an individ-
ual” and “whether any samples of bodily substances were
taken from an individual,” would always satisfy this test
and, thus, attract a reasonable expectation of privacy.®® The
other categories (the individual’s name and date of birth; the
date on which a health service was sought or received by an
individual; and the location where an individual sought or
received a health service) will also often attract such an
expectation.

Consider the situation where a witness tells police that an
unidentified individual has been shot and transported to a
hospital. Police call nearby hospitals and ask for the name of
anyone who has recently received treatment for a gunshot
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wound. If that information is disclosed, the police will have
obtained intimate information about an identifiable individ-
ual without that person’s consent. This is not information,
moreover, that they would have been entitled to obtain in the
absence of s. 37.3. The HIA prohibits custodians from
releasing personally identifying health information, and in
most circumstances, police are not entitled to require wit-
nesses and suspects to identify themselves.

The question becomes, then, whether the invasion of pri-
vacy occasioned by s. 37.3 is
unreasonable. In most circum-

patients’ health information, from a strictly legal perspec-
tive, disclosure should be rare. In reality, however, it is very
likely to be frequent.

It is clear, then, that s. 37.3 does not meet the test of prior
authorization set out in Hunter. But while warrantless
searches are presumptively unreasonable,”® the Supreme
Court has upheld them in a variety of situations. Broadly
speaking these cases fall into two categories: (i) searches
conducted for purposes other than criminal investigation;*

and (ii) searches conducted for

stances, reasonableness requires
police to obtain a warrant based
on reasonable and probable
grounds to believé that an
offence has been committed and
that the search will disclose evi-
dence relating to that offence.®
Before they can disclose health
information under s. 37.3, cus-
todians must reasonably believe
that “the information relates to
the possible commission of an
offence.” Courts have inter-
preted the use of the term “rea-

Further, the information that

can be disclosed uhde_r s.37.3
is much more likely to be intimate,

personal, and stigmatizing than

the business and commercial

-information subject to
disclosure in the administrative
| search cases. |

criminal purposes in exigent or
otherwise exceptional circum-
stances.’® Section 37.3 falls into
neither of these categories.

As discussed, the purpose and
effect of s. 37.3 are to facilitate
criminal investigations. Unlike
the situation in many of the
Supreme Court’s “administra-
tive search” cases, s. 37.3 is not
part of a mandatory reporting
scheme vital to the efficacy of a
tightly-regulated trade or indus-
try.”" Further, the information

sonable” as equivalent to
reasonable and probable grounds,
i.e. “the point where credibly-based probability replaces suspi-
cion.”® Section 37.3 does not require, however, that police
obtain a warrant. As the Court explained in Hunter, the war-
rant requirement ensures that the reasonable and probable
grounds decision is made “in an entirely neutral and impar-
tial manner.”% At a minimum, this requires that the deci-

sion-maker be someone who is “capable of acting
judicially.”®

Health information custodians do not satisfy this test. To
ensure that the privacy interests of individuals are fairly bal-
anced against the crime control interests of the state, the per-
son authorizing the search must be independent of and
immune from undue influence from agents of the executive
branch of government. They must also, one would think,
have expertise in applying criminal procedure standards to
varying and difficult factual scenarios. Health care practitio-
ners have neither of these attributes. They are not legally
trained. And while not technically part of government,
unlike judges they are not institutionally insulated from
police influence. As discussed, given the myriad obligations
on health care providers to preserve the confidentiality of

that can be disclosed under s.

37.3 is much more likely to be
intimate, personal, and stigmatizing than the business and
commercial information subject to disclosure in the admin-
istrative search cases. The courts have been much more
reluctant to depart from the strict Hunter standards in the
former circumstances than in the latter.

Nor is s. 37.3 analogous to cases where warrantless searches
have been upheld in the purely criminal sphere. Here, the
courts have generally insisted on the presence of exigent cir-
cumstances.”” Such circumstances typically exist where
there is “an imminent danger of the loss, removal, destruc-
tion, or disappearance of the evidence.”” Exigency may
also encompass situations where police must act urgently to
prevent serious bodily harm.” The disclosures permitted by
s. 37.3 are not limited to either of these circumstances.
Indeed, the HIA already provides for non-consensual disclo-
sure in the latter case.”

There are other circumstances where the courts have counte-
nanced warrantless searches. In most of these cases, how-
ever, courts have found that requiring prior authorization
would be exceptionally burdensome on police yet have only
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a minimal impact in protecting suspects’ privacy interests.”®
Section 37.3 exhibits neither of these attributes. As Renke
points out, “recorded health information is not fleeting.””” If
police have reasonable grounds to believe that it is relevant
to a criminal investigation, they can apply for a warrant.
This is no more burdensome than the myriad occasions
where the police seek constitutionally-protected informa-
tion about a suspect held by a third party.

Section 37.3’s impact on privacy is much greater, moreover,
than in cases where courts have
permitted warrantless searches.

rizing disclosure in a much broader range of circumstances
than this, s. 37.3 of the HIA radically and unjustifiably rup-
tures this consensus.

The objectives of privacy laws are often stated in abstract
and theoretical terms, such as the need to protect and
enhance people’s dignity, autonomy, security, or freedom.
While these goals undoubtedly inform the law relating to the
protection of health information, that law is also designed to
achieve a more concrete and practical aim: ensuring that
people are not dissuaded from
obtaining critical medical treat-

When police conduct a search
for evidence incident to arrest,
for example, the suspect will
have already experienced the
severe invasion of privacy
occasioned by the arrest itself.
The arrest will also usually be
accompanied by a search of the
suspect’s body and belongings
for weapons. The search for
evidence that accompanies this
increases the intrusiveness of
the encounter only very mod-
estly, if at all. To require police

We recommend that
prqfeSSion‘a/?a'fsiso't_:_iiga"tibhs
and regional health authorities
implement directives and =~ | ities for the purpose of
procedures to strictly limit
the disclosure of health
information to police.

ment out of fear that their per-
sonal information will be used
against them. This fear may be
especially acute when- there is
reason to believe that informa-
tion may be shared with author-

investigating and prosecuting
criminal offences.

We therefore recommend that s.
37.3 be repealed. If this does not
occur, then the negative effects
of the law could be mitigated in

to obtain a warrant to search for
evidence in these circumstances
would be pointless. The disclosures authorized by s. 37.3, in
contrast, are not preceded by any other violation of privacy
by police. In these circumstances, requiring a warrant would
serve as a real check on the capacity of police to intrude on
privacy without adequate justification.

Conclusion

!
Crime is a serious problem in our society. It is understand-
able that police would want to use every tool at their dis-
posal to suppress criminal wrongdoing. One can also
understand that in some circumstances, health care provid-
ers may believe that disclosing individually identifying
health information without consent may help police achieve
this important goal. However, as reflected in common, stat-
utory, and constitutional law, as well as health care provid-
ers’ ethical standards, there is a broad consensus in Canada
that, in the absence of a court order, disclosures to police
must be strictly limited to situations where there is an immi-
nent need to protect the health or safety of others. In autho-

two ways. First, the constitu-

tionality of the law could be
challenged in the courts. Affected organizations, such as
health regions and professional associations, could apply to
a court for a declaration of constitutional invalidity. Alterna-
tively, such a declaration could be sought by a criminal
defendant prosecuted on the basis of information obtained
under s. 37.3.

Second, we recommend that professional associations and
regional health authorities implement directives and proce-
dures to strictly limit the disclosure of health information to
police. As discussed, when exercised in conformity with
existing ethical and legal obligations, the discretion granted
by s. 37.3 should be exercised extremely rarely, if ever. To
minimize the risk of improper disclosure, front-line health
care providers should therefore be instructed to never
release health information directly to police, unless: (7) the
patient consents;™ (ii) the police present a valid warrant or
other legal authorization compelling disclosure;* or (iii) it
is clear that disclosure would avert or minimize an imminent
risk to the health and safety of others.?! If health care author-
ities believe that disclosure to police may occasionally be
warranted in other circumstances, they should ensure that
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the decision to disclose is made only by a senior administra-
tor who has received legal advice.
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