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FOIP FOLIO

WORKLOAD AT THE OIPC

For the first nine mqnths of this fisca}l year, we h.ave = — %
opened 220 case files (access reviews and privac)
—
investigations). This is ancrease of 113%over the |
A

103 case files opened for the same period one ye
ago. In the result, we had as at January 1, 2010, ~ <55
caseload o367 active files This translates into a

caseload of about 130 files for each of our three
Portfolio Officers. In February, we will be discussing |
with the Board of Internal Economy strategies to cope
with this dramatic increase in investigative work.
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B.C. ACCESS AND PRIVACY COMMISSIONER MOVING ON

David Loukidelis, British Columbia Information and wonderful resource to our OIPC and is one of
Privacy Commissioner, has resigned his position toost knowledgeable individuals in the country

the
on

assume a new role as Deputy Attorney General in thecess to information and the protection of privacy.

Ministry of the Attorney General. David has been a (Continued on paga)
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(Continued from pag#) implications of theUSA Patriot Act,he has made a
From his steady, p r a g neage and endunng costribgtibntto infmrinatioB riglts 6 s

fledgling Personal Information Protection A¢d his in Canada. All of us at the OIPC wish him well in his

thorough approach to issues raised by the B.@ew challenge!

public / public bodies and his review of the

JANUARY 28| PRIVACY DAY

January 28is celebrated a8 Pr i v a énymosbad y 6

the European Union nations, the U.S. and much of Frequently Asked Questions Administrative

Canada. This date was originally chosen since it is Tribunals and

Internet  Publication  of

the anniversary of the approval of the European Decisions

Convention 108. This is an excellent excuse for

organizations to assess how well their public body or Archived copies of 64 past

issues of the

health trustee is doing in managing its statutory Saskatchewan FOIP FOLIO

responsibilities to protect the privacy of

Saskatchewan residents.  For your assistance, our Breach of Privacy Reportef OIPC including

office has produced a number of tools available on Investigation ReportsF-2009001, F-2007

001, F-2005001, LA-2005003 H-2007001,

our website including:

H-2005002 H-2004-001

Privacy Breach Guidelines

Video Surveillance Guidelines rel ated
and Privacy Commissioners.
through our website atvww.oipc.sk.ca under the

Best Practices Mobile Device Security

Privacy Considerationsi Faxing Personal dinks; tab.

Information and Personal Health Information

You can find information about Privacy Day and
events at
You can find links

t he websi

REPORT LA-2009001/H-2009Y Y uw o1 $ & ( -

HEALTH AUTHORITY)

w 04z

/

/' $++ 3w

Our office issued RepottA-2009002 / H2009001 Report is available at our websiteww.oipc.sk.ca
in December, 2009. This related to an access request d e rReportde téa b .

from the estate of a former patient of Regina

QubdAppell e Regional Heal t h A
the personal health information of that patient. A

number of exemptions were raised by the RQRHA

and then addressed in the Report. A key issue was
whether the applicant was making a request for
records related to fAadmini st
Commissioner held that given the relevant laws in
Saskatchewan, this test was met.  There is also

extensive discussion of the duty to assist that is
required of all health trustees in Saskatchewan. The

ut hor

(R

n e

RHA) for

estate.
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http://www.oipc.sk.ca/Resources/Privacy%20Breach%20Guidelines1%20(3).pdf
http://www.oipc.sk.ca/webdocs/VideoSurveillance.pdf
http://www.oipc.sk.ca/What's%20New/mobile%20security%20guidelines,%20May%2027,%202009.pdf
http://www.oipc.sk.ca/Resources/Faxing%20PI%20and%20PHI%20Guidelines%20-%20June%204%202009%20-%20FINAL.pdf
http://www.oipc.sk.ca/Resources/Faxing%20PI%20and%20PHI%20Guidelines%20-%20June%204%202009%20-%20FINAL.pdf
http://www.oipc.sk.ca/Resources/FAQs%20regarding%20Administrative%20Tribunals%20and%20the%20Internet%20publication%20of%20decisions.pdf
http://www.oipc.sk.ca/Resources/FAQs%20regarding%20Administrative%20Tribunals%20and%20the%20Internet%20publication%20of%20decisions.pdf
http://www.oipc.sk.ca/Resources/FAQs%20regarding%20Administrative%20Tribunals%20and%20the%20Internet%20publication%20of%20decisions.pdf
http://www.oipc.sk.ca/newsletters.htm
http://www.oipc.sk.ca/newsletters.htm
http://www.oipc.sk.ca/reviews.htm
http://www.oipc.sk.ca/Reports/IRF%202009-001.pdf
http://www.oipc.sk.ca/Reports/InvReportF-2007-001.pdf
http://www.oipc.sk.ca/Reports/InvReportF-2007-001.pdf
http://www.oipc.sk.ca/Reports/IR2005-001.pdf
http://www.oipc.sk.ca/Reports/IR2005-003.pdf
http://www.oipc.sk.ca/Reports/IR%20H-2007-001.pdf
http://www.oipc.sk.ca/Reports/H-2005-002.pdf
http://www.oipc.sk.ca/Reports/H-2004-001.pdf
http://www.oipc.sk.ca
http://www.oipc.sk.ca/links.htm
http://www.oipc.sk.ca/Reports/LA-2009-002%20and%20H-2009-001,%20December%2017,%202009.pdf
http://www.oipc.sk.ca
http://www.oipc.sk.ca/reviews.htm
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OUTPACING CHANGE

Ernst & Young 41% of respondents noted an increase in external
has published its attacks and 25% of respondents withessed an increase
12" annual global in internal reports.

information

security  survey. 75% of respondents revealed that they are concerned
Some key findings with the possible reprisal from employees recently
are that: separated from their organization.

~ |Few companies In 2009, the primary challenge to effectively
are encrypting delivering information security was the lack of
their laptops. Only 41% of respondents arappropriate resources.
encrypting them today, with 17% planning to do
so in the next year. You can read the full report atww.ey.com

WHAT TO DO AS A TRUSTEE WHEN A PATIENT DISAGREES WITH
THEIR PERSONAL INFORMATION AS RECORDED

In all three of the laws that our office oversees (FOlhd Privacy Commissioner (IPC) that is relevant.

s. 32, LA FOIP s. 31 and HIPA s. 40), there iKeepi ng i n mi rHeéaltht ItfantatiorA|l b e r t
provision for an individual to request that aAct sets out a more fulsome duty than its
government institution, local authority or healttSaskatchewan counterpart to receive and retain a
trustee make a correction of their persondlst at e ment of di sagreement
information or personal health information (phi) in theliscussion is nonetheless helpful. It canvasses a
record that concerns them. If the public body orwumber of issues about the appropriate content and
trustee refuses to do so, they must still make vehat exactly is required by statute. It also canvasses a
notation in the record of the requested amendmentimber of Ontario IPC Orders and previous Alberta

Our office has not yet had occasion to discuss whatPC Orders and a relevant court decision. Order
exactly a notation should look like but we note 82009001 is available at the website,

recent Alberta Order from the Alberta Informatiorwww.oipc.ab.ca

NEW CHANGES TO FEDERAL PRIVACY LAWS?

Tony Clement, Canadads I ndustr
announced on January 4, 2010, that one of his
priorities in the New Year will be promoting the

devel opment of Canadads 6di y 0. He pl a
to do this by introducing legislation that modernizes
Canadabos privacy | aws. For mati on, see

http://www.canada.com/story print.html?
id=2403662&sponsor
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http://www.oipc.ab.ca/downloads/documentloader.ashx?id=2517
http://www.oipc.ab.ca
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ENCRYPT YOUR MOBILE DEVICES: DO IT NOW

In December 2009, the Ontario IPC was notified that -«
a public health nurse working for the Durham Health
Department had lost a USB memory stick containing
the phi of 83,524 individuals who had attended H1N1
immunization clinics. The memory stick was lost as
the nurse walked from the clinic to her car in the
parking lot. CommissioneAnn Cavoukian noted .
that three years ago following the loss of a laptop
computer containing phi she had sent a clear message
to custodians against storing unencrypted personal .

If the information is coded, the code that is
needed to unlock the identities of individuals
should be stored separately on a secure
computing device, such as a central server in
a health care facility;

The use ofstrong password protectigrand,
most important,

The use oftrong encryption

health information on mobile devices. She observed

t hat AThe fact t hat t hThee full BHE&PA rGsder H&Q0® is , availatdea dt t h c
providers would be unaware of this requirement isww.ipc.on.ca

both di sappointing and unacceptable. o The
Commissioner made a number of recommendationstRe Saskatchewan OIPC takes a similar view and
ensure that all public health unit staff is aware of t'ﬁlpports those recommendations that mirror the

nee_d for proper safeguards f_or phi stored on mobi Bsition taken by other Canadian privacy oversight
devices. Key recommendations were that when phi We discussed the need to encrypt a memory

must be stored on mobile devices, the followingiCces:
measures are necessary: stick in our September 2008 FOIP FOLIO, page 5.

« Only the minimal amountof information
necessary should be stored, and for the
minimal amount of time necessary to
complete the work;

« Whenever possible, phi should be
de-identified or codedin a manner such that
the identities of the individuals whose phi is
stored on the device could not be readily
ascertained if the information were accessed
by unauthorized persons;

BUYINGYOU| 3' $w&.5%1-,%$-372w4
4 - #%1w# 3 w ! . 43w?3" {

RECOMMENDED READING:
OFFOURTH-/ 13 ($2 w3. w+

Canadian case law that deals with
Internet Service Providers

transferring subscriber data to police
amd investigative agencies often
without warrant. You can access this
at 2009 Columb. Bus. L. Rev. 950.

This is the title of a fascinatir
article written by Joshua L.
Simmons for the Columbie
O0Business Law

issue has become very topical gi
the significant amount of rec
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http://www.ipc.on.ca/english/Decisions-and-Resolutions/Decisions-and-Resolutions-Summary/?id=8367
http://www.ipc.on.ca
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POSITIVE CHANGES MADE BY SASKATCHEWAN GAMING
CORPORATION (SGC)

The casinos in Regina apgss =2 53 [ of cancellation of a show or
Moose Jaw will now allo . il 1) ANYWHE i e who wish to be able to easily
individuals to purchas : obtain a refund can still
tickets to events in the shq provide the contact
lounge without 3 information if they so

requirement that th choose. The SGC is a

purchaser for cash must a 6government i nsti
provide personal informatig | — — operates those two casinos.
including name, addres —— The changes followed
phone number and em os I .| complaints to the OIPC in

address. There is n4 j late 2008 and a subsequent
signage in the area of t OIPC investigation.
ticket booth, a new brochuf] Congratulations to SGC
and all of this has been Privacy Officer Lynn
complemented by staff training on requirements &rmstrong and her staff for all of these new

FOIP. Patrons who wish to be notified in the evegbmpliance measures.

FAQs FOR ADMINISTRATIVE TRIBUNALS

The distinguished administrative law exp&avid The FAQs also offer suggestions on things that can be

Phillip Jones, Q.C. recently observed in adone by those tribunals that are mandated to publish
presentation to a national audience of lawyers ¥h the Internet to minimize the risk of harm to

Ottawa thatfi Pr i vacy | aws con tinidi\r}ifijuﬁs a%do}huéa t% %omsly Wvllﬂb t?1e| aepplicable
atl ve aw. 0

new el ement t o aCGbimidentalsyt r | . h
but consistent with Mr. Jones comment, a set Bfivacy laws. You can access theS8Qs at our

Frequently Asked Questions (FAQs) have beetebsite:www.oipc.sk.caunder theé Re s o dab.c e s 0
devel oped by Canadads Atrthewehsite yoo cannaise tind @ rresaursce list o
assist administrative tribunals who are publishingopmpiled by our office. You may wish to review our
personal information on the Internet or argyestigation ReporE-2005001 (Automobile Injury
contemplating such publication. These FAQs identi peal Commission) which considered many of these

guestions that administrative tribunals need to ask ostions.  This is available oibc.sk caunder
before Internet publication. Transparency in hoy

public agencies do their business is certainf{'€ maab.t'r@eire are al§o published papers
important. A number of these administrative tribunal§om the IPCs of British Columbia and Saskatchewan
are also o6égovernment i at®rivacy and Opemmess$ in Administrapive mMrpunal e s
FOIP and need to ensure that they are considering thécisions CJALP, Vol. 22, No. 1 February 2009, p.
privacy requirements in Part IV of FOIP and/5 andadministrative Tribunals, Privacy and

particularly the limitations on disclosure of personqhe Net Canadian Privacy Law Review vol1°:
information. In some cases, these administrati e

e .
tribunals are also O6tr u\é’ ploe8e%ul(/¥zop9o|q,65[5eﬁppc8vgl% es
have additional obligations to consider.

HI PA
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http://www.oipc.sk.ca/Resources/FAQs%20regarding%20Administrative%20Tribunals%20and%20the%20Internet%20publication%20of%20decisions.pdf
http://www.oipc.sk.ca
http://www.oipc.sk.ca/resources.htm
http://www.oipc.sk.ca/Reports/IR2005-001.pdf
http://www.oipc.sk.ca
http://www.oipc.sk.ca/reviews.htm
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USA FEDERAL TRADE COMMISSION | A NEW, MORE AGGRESSIVE
FOCUS ON PRIVACY PROTECTION FOR CONSUMERS

For U.S. based which applies to the broad private sector of the
companies doing economy. That may be changing. The traditional
::F’. business in reliance on self regulation has not proven particularly
Saskatchewan effective. The Federal Trade Commission (FTC) has
f|our federal a new chairman who has signalled a much greater
| private  sector focus on privacy issues. There have been extensive
privacy law consultations and roundtable discussions by the FTC.
A (Personal There is also an expectation of increased legislative
information activity in this area by Congress. Those American
Protection and Electronic Documents Aocbr companies that have had to develop PIPEDA
PIPEDA) has always been something of a surprisempliance practices for their commercial activity in
and a mystery. This is largely because although thé€anada may soon be in the position of industry
is in the U.S. a web of state seétpecific privacy leaders in their own nation. For more information on
laws, there is no comprehensive, national privacy laiT C activities, go tdttp://www.ftc.gov

FRIVOLOUS REQUESTS, ABUSIVE REQUESTERS | A NOVA SCOTA
PERSPECTIVE

The Nova Scotia Review OfficeQulcie McCallum, f ut ur e | e gi s\Weahavewade a smilare w.

has recently issued a Report involving the interactisrcommendation to our Legislative Assembly in past
between an applicant for access to records and #henual Reports. The Nova Scotia Report is available
Department of Community Services. In her Repoatwww.foipop.ns.ca

FI-08-35/FI08-54, the Review Officer discusses the
demeaning and condescending language of the
applicant in his dealings with the public body. She
notes that the Nova Scotlereedom of Information

and Protection of Privacy Actmuch like its
Saskatchewan counterpart, does not allow a
Department to refuse a request that is trivial,
frivolous, vexatious or not made in good faith. She
recommends that the government givest r ong
consideration to proposing such an amendment in any

ALBERTA OIPC REVISES INQUIRY PROCEDURES

In late 2009, Alberta Commissionéirank Work efficient. You can view these changes in the Alberta
announced a set of changes to streamlingnitpgiry OIPC process at www.oipc.ab.ca under the
processin that jurisdiction and to make it more Resources’ tab.

www.oipc.sk.ca Page 6

~

o


http://www.ftc.gov
http://foipop.ns.ca/content/Reports/FI-08-35%20and%20-54%20%202009%2012%2003%20Review%20Report.pdf
http://www.foipop.ns.ca
http://www.oipc.ab.ca/Downloads/documentloader.ashx?id=2478
http://www.oipc.ab.ca/Downloads/documentloader.ashx?id=2478
http://www.oipc.ab.ca

